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Why this talk?
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Can the network be at the same time transparent 
and secure and sustainable? 





Research data 

High energy physics (LHC)

Radio astronomy (SKA)

Radio astronomy (LSST)

Photo source: SKA organisation

Photo source: CERN

Photo source: LSST/NSF/AURA

Scientific data is 
shared by many users 

to be 
integrated/reused.



Data about people

Photo source: Genetic Literacy Project 

Photo source: DL4LD project

Personalized medicine (EPI)

Logistics (DL4LD)

Smart cities (AMDeX) Photo source: AMS Economic Board

Personal data is 
shared by many 

parties.



An ecosystem of research

Enabling personalized interventionsData Logistics for Logistics data

User-driven path verification and 
control for inter-domain networks

Controllable, Accountable, Transparent:
the Responsible Internet (CATRIN)



DL4LD example: predictive maintainance

• Goal: Use historic data from
multiple airlines to predict
Flight Deck events (eg in the
next N flights)?

• Develop a Decision Support 
System that is  governance
neutral



EPI example: machine learning across sites

• Goal: to maintain the privacy 
of patients when data moves 
between hospitals for
personalized clinical
interventions

• Develop the mechanisms to
support security parameters 
between areas.

Kassem, Jamila Alsayed, Cees De Laat, Arie Taal, and Paola Grosso. "The epi framework: A dynamic data 
sharing framework for healthcare use cases." IEEE Access 8 (2020): 179909-179920..
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Health digital twins

June 21, 2023 1
1

Kassem, Jamila Alsayed, Li Zhong, Arie Taal, and Paola Grosso. "Adaptive Services Function Chain orchestration For 
Digital Health Twin Use Cases: Heuristic-boosted Q-Learning Approach” NetSoft2023 (to appear)..



Enter Digital Data Marketplaces
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Marketplace
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Deployment
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Future Internet Research Testbeds

Secure Digital Marketplace
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Deployment
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Secure Digital Market Places



TEKST

Archetypes



TEKST

Zoom in
DDM customer

Domain 4

Domain 1 Domain 2 Domain 3

Trusted Third Party

P
C



Initial results
Demchenko, Yuri, Reggie Cushing, Wouter Los, Paola Grosso, Cees de Laat, and Leon Gommans. "Open Data Market 
Architecture and Functional Components." In 2019 International Conference on High Performance Computing & 
Simulation (HPCS), pp. 1017-1021. IEEE, 2019.
Cushing, Reginald, Ralph Koning, Lu Zhang, Cees de Laat, and Paola Grosso. "Auditable secure network overlays for 
multi-domain distributed applications." In 2020 IFIP Networking Conference (Networking), pp. 658-660. IEEE, 2020.



TEKST

Coverage

How to map an application 
request to a best-fit digital 
infrastructure
pattern based on 
collaboration models?

L Zhang, R Cushing, L Gommans, C De Laat, P Grosso “Modeling of 
collaboration archetypes in digital market places” In IEEE Access 7, 102689-
102700



TEKST

Risk assessment

18

How to select an optimal digital 

infrastructure with minimum risk?

L Zhang, A Taal, R Cushing, C de Laat, P Grosso "A risk-level assessment 
system based on the STRIDE/DREAD model for digital data marketplaces" 
In: International Journal of Information Security, 1-17



Profiling and monitoring application 
execution

Challenge: 
how to program agreements into the
infrastructure.

Zhang, Lu, Reginald Cushing, Ralph Koning, Cees de Laat, and Paola Grosso. "Profiling and Discriminating 
of Containerized ML Applications in Digital Data Marketplaces (DDM)." In ICISSP, pp. 508-515. 2021.



Host based
intrusion
detection

Pre-
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Anomaly
Detection
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Zhang, Lu, Reginald Cushing, and Paola Grosso. "Defending OC-SVM 
based IDS from poisoning attacks." In 2022 IEEE Conference on 
Dependable and Secure Computing (DSC), pp. 1-8. IEEE, 2022.



What about the network?
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catrin.nl
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Perception of the Internet vs. reality
User’s perception

“It gets there”
Organizations

Individuals
services

?Infrastructure-level
network operators

DNS operators
DDoS scrubbing centers

content distribution networks
names

addresses
routes

Slide from CATRIN kick-off (Ralph Holz)



Why we care: digital autonomy on the decline

• Increasing dependency on digital services in all 
societies
• “Can we rely on the Internet as a neutral, trustworthy 

infrastructure?”
• Limited insight in/control over dependencies, mesh of 

systems/operators

• Concerns world-wide about integrity of digital systems

• Dominance of few, large, powerful companies

?
Slide from CATRIN kick-off (Ralph Holz)



operational

engineering view

computational
process or 

device

We passed from functional perspectives….

Slide from Giovanni Sileno



to extra-functional...
engineering view

secure, safe

computational
process or 

device

inspectionable

dependable

operational

Slide from Giovanni Sileno



and beyond extra-functional!

explainable inspectionable

responsible

socially-aware

dependable

operational

societal, 
human viewengineering view

secure, safe

computational
process or 

device

Slide from Giovanni Sileno



ART principle



Responsible AI

The core ideas in Responsible AI are: 
• the AI must be able to explain how the decision is derived from the 

decision-making algorithms (Accountability);
• the AI must be able to identify errors or unexpected results and the 

general impact of AI into society (Responsibility), although equal 
burden is put on people to take responsibility for fair use of data and 
influencing decisions with their actions;
• the AI must allow inspection of the mechanisms through which it 

learns and makes decisions (Transparency).



Two arguments

1. In the current effort to create ‘responsible’ practices the 
infrastructure view is negleted: the black box approach

2. Digital sovereignity is desirable but hard to achieve: critical 
infrastructure dependency on ‘foreign’/external actors

How can we provide transparency, 
accountable and controllability in the 

networks of the Future?



Challenges: 
transparency, 
acccountability and 
controllability



Enter programmability

Per packet processing in the dataplane provides advantages compared to out-of-
band approaches for fine grained telemetry and for more granular control.

• Transparency:
• From telemetry we acquire insights in what is happening in the network, eg the path taken by 

flows.

• Accountability goal:
• From telemetry follows the possibility to identify attacks and feed intrusion detection 

systems.

• Controllability goal:
• Users can select functionalities that better suit their intended network usage.





Transparency Knossen, S., Hill, J. and Grosso, P., 2019, November. 
Hop recording and forwarding state logging: Two 
implementations for path tracking in p4. In 2019 
IEEE/ACM Innovating the Network for Data-
Intensive Science (INDIS) (pp. 36-47). IEEE.

Beltman, R., Knossen, S., Hill, J. and Grosso, P., 2020, November. Using P4 
and RDMA to collect telemetry data. In 2020 IEEE/ACM Innovating the 
Network for Data-Intensive Science (INDIS) (pp. 1-9). IEEE.



Controllability

Please, filter traffic from
bad actors

Please filter traffic from 

bad actor

Bloom filters in P4

Hill, J., Aloserij, M. and Grosso, P., 2018, November. Tracking network flows 
with P4. In 2018 IEEE/ACM Innovating the Network for Data-Intensive 
Science (INDIS) (pp. 23-32). IEEE.

Koning, R., Deljoo, A., Meijer, L., de Laat, C. and Grosso, P., 2019, October. 
Trust-based collaborative defences in multi network alliances. In 2019 3rd 
Cyber Security in Networking Conference (CSNet) (pp. 42-49). IEEE.

Adapting for 
autonomous response

(ML learning)



Bazo, R., Boldrini, L., Hesselman, C. and Grosso, P., 2021, August. Increasing the Transparency, 
Accountability and Controllability of multi-domain networks with the UPIN framework. 
In Proceedings of the ACM SIGCOMM 2021 Workshop on Technologies, Applications, and Uses 
of a Responsible Internet (pp. 8-13).

Controllability (II)



Intent based networking

Worked at a 
technical
approach and
user centric
approach.

A. -R. Meijer, L. Boldrini, R. Koning and P. Grosso, "User-driven Path Control through Intent-
Based Networking," 2022 IEEE/ACM International Workshop on Innovating the Network for 
Data-Intensive Science (INDIS), Dallas, TX, USA, 2022, pp. 9-19, 



Segment Routing
• IP Routing: 

Destination based
• Segment routing: 

Source based
• Segment Identifier 

(SID) path
• Node, prefix, 

adjacency and 
anycast segments
•  Example:

• Steering through R2 
and R7

R1
SID: 10

R2
SID: 20

R4
SID: 40

PUSH 80
PUSH 70
PUSH 20

POP 20

POP 80

R3
SID: 30

R5
SID: 50

R7
SID: 70

R6
SID: 60

R8
SID: 80

Payload8070

Payload
Payload

POP 70

Destination Payload

Segment Segment Destination Payload

Portegies, Cees, Marijke Kaat, and Paola Grosso. "Supporting VNF chains: an implementation 
using Segment Routing and PCEP." In 2021 24th Conference on Innovation in Clouds, Internet 
and Networks and Workshops (ICIN), pp. 1-5. IEEE, 2021.



SDN Controller with PCEP

Path Computation Element Protocol
o Paths as Explicit Route Objects (ERO)
o For segment routing this becomes Segment Routing ERO (SR-ERO)

o Consists of Path Computation Client (PCC) and Path Computation 
Element (PCE)
o The PCE pushes out the SR-EROs
o The PCC receives SR-EROs

SDN Controller
• Northbound API
• External coordination
• Southbound API
• Controlling SR-LSPs

• PCEP
• Topological information

External Network Application

Open Northbound API

Network Infrastructure

SDN Controller

Open Southbound API

J. Kułacz, M. Pawlus, L. Boldrini and P. Grosso “Investigation of FlexAlgo for User-driven 
Path Control ” In SecSoft2023 (to appear)



Multi-domains PCE

Path Computation Element

PCEP

R1

PCEP PCE

R3R4

R2

BGPIGP

Network Domain

Boldrini, Leonardo, and Paola Grosso. "Evaluation of Path Computation Engines in Multi 
Domain scenarios." In 2nd Workshop on Technologies, Applications, and Uses of a Responsible 
Internet + Building Greener Internet (TAURIN + BGI 2022)



FlexAlgo

J. Kułacz, M. Pawlus, L. Boldrini and P. Grosso “Investigation of FlexAlgo for User-driven 
Path Control ” In SecSoft2023 (to appear)

FlexAlgo is an ‘intent-based. SR-TE algorithms.
FlexAlgo can provide a set of segment lists used in SR-TE. 
In general, FlexAlgo is used to calculate the best path along a 
constraint topology, 



Overlay per DDM (Kubernetes and Calico) Overlay per Request (Swarm)

Overlay per Group (Kubernetes and Calico)

Intra domain connectivity

Shakeri, S., Veen, L. and Grosso, P., 2020, 
November. Evaluation of container overlays 
for secure data sharing. In 2020 IEEE 45th 
LCN Symposium on Emerging Topics in 
Networking (LCN Symposium) (pp. 99-108). 
IEEE.



Multi-domain connectivity

Shakeri, S., Veen, L. and Grosso, P., 2022. 
Multi-domain network infrastructure based 
on P4 programmable devices for Digital 
Data Marketplaces. Cluster Computing, 
pp.1-14.
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Putting it all together

All these networking
technologies are at the
basis of the operation of 
Transparent Internet.



What about in practice?



2STiC testbed
High performance and large scale deployment to test the protocols

https://www.2stic.nl/enabling-trust-in-network-services-through-secure-stable-and-transparent-internets.html







Fabric across
border (FAB)
• Amsterdam
• Bristol
• CERN
• Tokyo

Fabric (NSF) testbed



A Europe-wide test-platform designed to support large-
scale, experimental research on digital infrastructures.

The SLICES design will account for advanced compute, 
storage and network components, interconnected by
dedicated high-speed links.



Can the network be at the same time transparent and secure and 
sustainable? 
Yes, if we can measure and we can control. And we can!



Read further?

For more information on our projects and
collaborations:

● https://mns-research.nl/open-lab/
● https://2stic.nl/
● https://catrin.nl
● https://upin-project.nl
● https://www.fed4fire.eu/
● https://fabric-testbed.net/about/fab/

https://mns-research.nl/open-lab/
https://2stic.nl/
https://catrin.nl/
https://upin-project.nl/
https://www.fed4fire.eu/
https://fabric-testbed.net/about/fab/


COMING UP
A cost action proposal on “Responsible Internet” 


