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Abstract. Many existing routing algorithms in wireless sensor networks require
the destination address in the header field of the packets which may expose the
location of the receiver to the attackers. In this work, we propose a random
subpath routing scheme which protects receiver location privacy in geographic
routing against node compromise and eavesdropping attacks. The original path
from the base station to the sensor is divided into subpaths based on the selected
checkpoints. Location of these checkpoints are encrypted, such that a sensor only
knows the end node on its subpath. The path is further prolonged and randomized
to increase the difficulty for an attacker to capture the receiver location or predict
its direction. We evaluate the packet delay, security strength, and energy con-
sumption of the proposed scheme by both analysis and simulations. The perfor-
mance of our scheme can be tuned through a couple of parameters that determine
the tradeoff between the protection strength and the overheads.
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1 Introduction

Wireless sensor network (WSN) is composed of a number of small sensing devices with
limited communication range. The sensors can collect data samples from the environ-
ment and perform multihop routing to transport the data to the destination. The sensing
and wireless technologies are promising to be widely deployed in a broad spectrum of
civil and military applications in the near future [1].

A lot of research has been conducted to investigate data collection from large amount
of sensors to the base station (BS) [1][2][3]. Different from the popular many-to-one
communication pattern, we examine private message delivery from BS to individual
sensor. This particular one-to-one communication pattern occurs in many mission crit-
ical applications which require high level of privacy and confidentiality. For example,
soldiers equipped with sensors may be trained to provide different services, like attack-
ing the enemy, destroying some military facilities, caring for the wounded, repairing
tanks and so on. The mission, which is assigned by the BS, will be delivered through
packets to the particular soldier. Both the content of the mission and the location of the
soldier have to be treated as confidential before the action is taken.

63



In this situation, both the message secrecy and the receiver privacy are very impor-
tant as the mission plan will be revealed once the message is disclosed or the receiver
location is captured. The message can be encrypted with the symmetric keys to provide
confidentiality [4], but there are still several ways that an attacker can capture or pre-
dict the location of the receiver. We consider two types of attackers, namely the strong
attackers and the weak attackers. The strong attackers have more computation power
which allows them to compromise a node and obtain its key, such that they can decrypt
a packet and read the receiver location in the packet. This kind of attack is vulnerable
to traditional geographic routing [5] as the location of receiver must be included in the
destination field of the packet for routing. On the other hand, the weak attackers, who
are not able to compromise a key, may perform eavesdropping and predict the receiver
location by analyzing the network traffic.

Dummy packets injection has been proposed to provide location privacy in WSNss,
but it increases the network traffic, packet delay and energy consumption [3][6][7].
Different random routing algorithms are suggested to confuse the eavesdropper from
predicting the receiver location. However, randomized routing solely cannot protect
the network against strong attackers who can compromise the key of a node and read
the receiver location in packets of the popular geographic routing protocols in WSNs
[51[81[9]. Moreover, the communication patterns and the continuous data streams in the
above network models are different from the mission critical applications which involve
infrequent and small amount of traffic.

To address the privacy message delivery problem for mission critical applications
in WSNs, we design a novel routing scheme that can obscure the receiver location from
compromised nodes or network traffic eavesdropping.

The contributions of this paper include:

— a novel routing scheme featured with random checkpoints and path prolongation
for protecting receiver privacy in routing (Section 3 and 4).

— an analytical model which allows the study of protection strength, packet delay and
energy consumption of the proposed scheme (Section 5).

— comparison of the overhead between the proposed scheme and the original short-
est path routing scheme in terms of protection strength, packet delay and energy
consumption (Section 6).

2 Related Work

Contextual privacy issues in sensor networks, especially location privacy [6][7][10]
[11], have been studied in recent years. The random walk based phantom flooding
scheme [7] is proposed to defend against an external adversary who attempts to trace
back to the data source in sensor networks and provide source location privacy of the
BS. A path perturbation algorithm [12] is also proposed to cross paths in areas where at
least two users meet which intends to make the attacker confuse the paths of different
users. Although the random routing approach can protect the network from local adver-
saries who overhear and analyze the traffic passively, stronger attackers can still capture
the receiver location from an encrypted packet.
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Several schemes, like ConstRate and ProbRate, which introduce dummy traffic to
hide the real event sources, are proposed to provide source event unobservability in the
network [3][13]. They consider source nodes which generate continuous data streams
and large amount of traffic, which are different from the scenario in our mission critical
applications. Even though some dummy packets can be dropped on their way [13], the
injected dummy traffic still increases the packet delay and consume more energy in
sensor nodes.

Techniques of multpath routing and fake message injection are also introduced [2]
to provide receiver privacy. However, they concentrate on the traffic-analysis attack,
which determines the BS’s location through the measurement of traffic rates at various
locations. A recent work is proposed to protect receiver-location privacy in WSNs by
providing path diversity in combination with fake packet injection [6]. It is solving a
similar problem as us, but it considers only weak attackers who capture the receiver
by eavesdropping and network traffic analysis. It also assumes continuous data streams
which provide large amount of traffic samples and time for the attacker to trace the
receiver location. On the contrary, we aim at a routing scheme that can protect the
network in presence of both weak and strong attackers in the typical geographic routing
for WSNEs.

3 Network and Threat Models

3.1 Network Model

A wireless sensor network consists of a number of sensors deployed in an area, together
with one or multiple BS(s). Each sensor has a transmission range. They forward mes-
sages from the source to the destination hop-by-hop based on the popular geographic
routing protocols [5][8]. In geographic routing, a sensor node knows the destination of
the packet and forwards the packet to the next hop that is located closer to the destina-
tion.

Since sensors have limited computation, storage, and communication resources,
they cannot afford to use asymmetric cryptography. Instead, they use symmetric crypto-
graphic primitives to provide data confidentially, authentication, integrity, and freshness
of the message [4][14]. Each sensor ¢ shares an unique symmetric key K; with the BS.

We focus on private message delivery from the BS to individual sensor. The receiv-
ing node of the private message is informed to carry out some secret missions. The
message therefore requires high privacy and confidentiality. Both the content of the
message and the location of the receiver need to be protected.

3.2 Adversary Models

We consider two kinds of attackers in the network, namely the strong attackers and
the weak attackers. Details of their attack models are presented below. Note that the
BS is supposed to have strong protection capability, so it is trustworthy. This is also a
common assumption in WSN security [4][14] [15].
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— Strong attacker:
Strong attackers are equipped with strong computation capability and power which
allow them to attack a node more actively. An attacker may compromise a node
and obtain its secret key, then it can decrypt the packet to the node and capture
the location of the receiver. The attackers also understand the security protection
mechanisms well. Their only goal is to capture the receiver, so they will not be
discovered without interfering the proper functionality of the network.

— Weak attacker:
Weak attackers are only equipped with some supporting devices, such as antenna,
which allow them to eavesdrop the delivery of packets and perform some simple
traffic analysis. However, they are not able to compromise the key of a node or
decrypt the message, though they can predict the direction of the receiver based on
the signals that they overheard.

3.3 Notations

We use the following notations to describe the cryptographic operations in this paper
which are mainly adopted from [4].

M1| M2 denotes the concatenation of messages M1 and M 2.

K; denotes the secret (symmetric) key that is shared between node ¢ and the BS.

- E = {M}, is the encryption of message M with the symmetric key shared by
node ¢ and BS.

- {F}k,.. ={E, MAC(Kyac C|E)} is the signed message which contains the

encrypted message I and its MAC (message authentication code) from the BS,

where K, .. is the MAC key of BS and C' is the counter value.

4 Random Subpath Routing for Private Message Delivery

4.1 Path Partition and Prolongation

The location of the receiving node is included in a packet in geographic routing proto-
cols [5][8][9]. Each intermediate node, which receives the packet, will forward it to next
hop that is located closest to the destination. Although many encryption and authenti-
cation techniques [4][14] can be applied, attackers who compromised an intermediate
node can still capture the receiver as its location must be known for routing purpose.
The problem is to prevent the attackers from obtaining the location of the receiver
even if they compromise an intermediate node along the path. The BS divides the orig-
inal path into several sub-paths based on the selected checkpoints. It then encrypts and
inserts the location of the destination nodes (or checkpoints) of the sub-paths in the
packet. For instance, the original path from BS to destination d, Path,,, =< BS —
.. — d >, will become Path,ep =< BS — ... ma><a— ... > b><b— ... —
¢ >< c¢— ... — d >, where a, b, and c are the checkpoints introduced on the path,
d is the final destination of the packet, < BS — ... — a > is the subpath from BS to
a. The checkpoints can be chosen to divide the original path into subpaths with equal
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length as shown in Figure 1. There are two checkpoints in Figure 1(b), where the last
checkpoint is also the receiver of the message.
The original packet for delivering the message from BS to receiver d is

{al{M}res } e (D)

where M is the secret message containing the mission details, K  is the secret key
between node d and BS, and K,,,. is the MAC key of BS. If the MAC generated
can be verified by the sensor correctly, the sensor can be assured that the message is
originated from the BS.

After path partition, the new message is

{al{{b} K pae } Kal{{C} Ko YO Koo b e UM Y Ky Y K pg s (2)

where K, K3, K., and K, are the secret keys between the BS and nodes a, b, ¢ and
d respectively. Since the location of a checkpoint is encrypted by the secret key of the
previous checkpoint, the intermediate nodes only know the end node on their subpaths,
but not the intended receiver of the message.

Apart from that, BS can make the destination location even more confusing by
prolonging the path and inserting more checkpoints after the destination node d. For
instance, it may add nodes e and f after d, such that, Path,c,, =< BS — ... = a ><
a— ..—b><b—..—oc><c—..—d><d—..—e><e—..— >
In this case, even the attacker knows that the node f is the end of the path, it still cannot
tell whether it is the intended receiver of the message. Figure 1(c) shows the prolonged
path with three checkpoints.

A e R A '
(a) Original path
A BS
Intermediate
Fam) Fan
&S L= b = 9 © node
] ) ® Receiver of
(b) Path with two checkpoints message
¥ Checkpoint
LH—e oo @ S—6—A

(c) Prolonged path with three checkpoints

Fig. 1. Original path is prolonged and divided into subpaths.

4.2 Checkpoint Selection

The path partition and prolongation techniques prevent strong attackers from capturing
the receiver location in the packet. However, the attackers can still predict the receiver
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location easily if the packet from BS is routed along the shortest path towards the re-
ceiver in single direction. The adversary who is equipped with antenna or spectrum
analyzer can overhear the signals and predict the receiver location. We propose a sim-
ple random checkpoint selection mechanism to handle this problem.

Instead of choosing the checkpoints along the shortest path, the sink selects the
checkpoints from a larger area as shown in Figure 2. The area has a width of H =
H1 4+ H2 in this example. Note that H1 and H2 are not necessarily equal, such that
the attackers cannot predict where the shortest path lies based on the location of the
intermediate nodes. The region is further divided into segments based on the number of
checkpoints it wants to achieve. One checkpoint will be selected in each segment.

O sensor

@ checkpoint

A sink

Fig. 2. Selection of the checkpoints.

S Analytical Results

5.1 Packet Delay

A message receiver is located at a distance D measured in number of hops from the
BS. Supposed that n checkpoints are selected in the segmented area. The new distance
becomes D' = D1+ D2 + ...+ D; + ... + D,,, where D; is the distance in number of
hops from the (i — 1) checkpoint to the i*”* checkpoint. Intuitively, D’ will be longer
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when H1 and H?2 increase as the checkpoints are spread farther away from the shortest
path.

In order to consider the packet delay, we compute the average delay Q (queueing
and transmission) through each hop which we will approximate using a M/M/1 queue

yielding:
-1

Q=1—. 3)
—p
where p = A/pu, A is the incoming rate of packets, and 1/u is the link transmission
delay per packet plus any processing delay through a node.

The average total packet delay is then

BT = [L—D". 4)

5.2 Protection Strength

We evaluate the strength of privacy protection against the strong and weak attackers
who intend to capture the receiver location.

Strong Attackers A stronger attacker can compromise a node and read the destination
node of that particular subpath from the packet. The probability that the strong attacker
can capture the receiver location on a path is:

P =) kipi/D', (5)
=1

where n is the number of checkpoints (or subpaths), k; is the length of subpath 7 in
number of hops, D’ is the total path length, p; is the probability that the end node on
subpath i is the intended message receiver, given that » ., p; = 1.

Suppose that each checkpoint has equal probability to be the intended message re-
ceiver and the number of nodes on all subpaths are the same, i.e. k; = k, Vi, where k is
a constant. Then,

P.=k/D" =1/n. 6)

If there are n strong attackers in the network, it is possible that they may work
together and try to discover all the checkpoints. The probability that all checkpoints are
discovered is p1ps...p;...pnn!, where p; = k;/D’ is the probability that the attacker
captures a node on the i!" subpath. However, even though the attackers can identify
all checkpoints along the path, they still cannot decide which of them is the intended
receiver of the message.

Weak Attackers An attacker may predict the direction of the receiver based on the
packet travelling direction from BS to the overheard intermediate node. Suppose the
attacker assumes shortest path in routing, the probability for the attacker to know the
exact direction of the receiver is:

P.=N,/D, (7
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where V. is number of common nodes between the path in random subpath routing and
the original shortest path routing.

If there are multiple attackers in the network, they may try to locate the region that
contains all the checkpoints. It is uneasy to circle the entire area, unless there are enough
attackers in the network. Furthermore, even though they can identify the area where the
checkpoints are located, the probability P, to identify the receiver is still low if the
number of nodes in the segmented area is large.

Py =1/Ns, (8)

where Ny = W Hno is the number of nodes in the area that the checkpoints are located
and o is the node density in the network.

5.3 Energy Consumption

The path length increases from D to D’ hops in routing with checkpoints. The energy
consumption can be calculated as

E=DE,, )

where F), is the energy for transmitting and receiving a packet from one node to another.

6 Simulation Results

We have conducted extensive simulations with ns-2 [16] to evaluate our proposed ran-
dom subpath routing algorithm. The network settings are summarized in Table 1 which
are mainly drawn from existing works [8] [9]. The results of shortest path geographic
routing [5] are also presented for comparison.

Table 1. Simulation Parameters

Network size 400m x 400m
Sensor distribution Uniform random
No. of sensors (V) 400

Radio range 40m

Packet size 32bytes

MAC layer IEEE 802.11
Transmit data rate 76.8kbps

Radio receiver current 9.6mA

Radio transmitter current 16.5mA

Supply voltage 3V
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6.1 Packet Delay

We measure the average packet delay from the BS to the destination sensors, which
are randomly generated along the diagonal of the network area. We fix the number of
checkpoints from the BS to the receiver as nl = 5 and the number of checkpoint in
the prolonged path as n2 = 1. Figure 3(a) shows the average packet delay of random
subpath routing varying H. The results of shortest path geographic routing, in which
the packets always flow along the same path, is also shown for comparison. When H
increases, the checkpoints of random subpath routing are selected in a larger segmented
area with greater randomness. Its average packet delay becomes higher than that in
shortest path routing due to the increased path length.

Similarly, Figure 3(b) shows the average packet delay varying nl with n2 = 1 and
H = 120m. The average packet delay in random subpath routing again is higher than
shortest path routing as its path is prolonged with more checkpoints.

0.05 0.06

e /

0.03 prd

Delay (s)
Delay (s)
o
o
=3
\

0.02

Random Subpath —— Random Subpath ——
Shortest Path —+— Shortest Path —+—
0.01

40 80 120 160 200 1 2 3 4 5 6 7
H (m) n1

(a) (b)

Fig. 3. Packet delay (a) varying H (b) varying nl.

6.2 Protection Strength

Figures 4(a) and (b) show the probability P, for an attacker to obtain the receiver lo-
cation after capturing a node on a path. Since shortest path routing keeps the receiver
location open in the packet header, the attacker can always read it after capturing any
of the intermediate nodes. On the contrary, random subpath routing only discloses the
next checkpoint on a subpath, so the attacker has much lower probability to obtain the
location of the intended message receiver. The results also show that the attacker has
slightly higher probability to know the receiver location when H increases. The reason
is that the increased path length allows the attacker to have higher chance to compro-
mise any nodes on the subpath. On the other hand, the attacker has lower probability to
discover the intended receiver when the number of checkpoints increases.

71



0.8 Random Subpath —— 0.8 Random Subpath ——
Shortest Path —+— Shortest Path —+—

o
=Y
o
o

Probability Pr

Probability Pr
o
S

o
~

0.2 0.2

Fig. 4. Probability P, (a) varying H (b) varying nl.

An attacker may predict the direction of the receiver location easily if the path in
random subpath routing is close to the shortest path in geographic routing. We then eval-
uate the privacy protection strength by counting the number of common nodes between
the paths in the two schemes. Figure 5(a) shows that random subpath routing reduces
the number of common nodes effectively when H increases. The curve of shortest path
routing is also plotted to illustrate that the attacker can predict the receiver direction
from any nodes along the path.

Multiple attackers may also predict the location of the receiver by overhearing the
traffic at multiple locations. Figure 5(b) shows the number of nodes in the area where the
receiver may be located. Random subpath routing can protect the receiver effectively as
the intermediate nodes are spread on a larger area. The greater number of nodes in the
potential area makes the prediction of receiver location more difficult. Since the packets
in shortest path routing follow only one direction, the receiver is limited to the nodes
along the shortest path. Thus, its protection strength is much weaker.

6.3 Energy Consumption

Figure 6 shows the average energy consumption for delivering a packet in the two
schemes. Random subpath routing consumes more energy than shortest path routing.
It is because more intermediate nodes are involved in transmitting and receiving the
packet. The energy consumption of random subpath routing also increases with H and
nl as the path becomes longer.

Overall, the simulation results demonstrate that random subpath routing can provide
higher privacy protection strength, but it also increases the packet delay and the energy
consumption. The parameters n and H which determine the number of checkpoints
and the randomness of the path have been taken account for the tradeoff between the
security strength and efficiency.
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Fig. 5. (a) Number of common nodes /N, on path (b) Number of nodes Ny in the seg-
mented area.

7 Conclusions

In this paper, we have proposed a random subpath routing scheme to protect receiver
privacy from the BS to sensors in presence of node compromise and eavesdropping
attacks in WSNs. The prolonged and randomized path with encrypted checkpoints pre-
vents the attackers from capturing the receiver location in the vulnerable geographic
routing protocols. The random selection of the checkpoints further increases the dif-
ficulty for an adversary to predict the direction of the receiver. We have evaluated our
scheme by both analysis and simulations. The results demonstrated the security strength
and effectiveness of the proposed scheme on protecting receiver privacy. Moreover,
there is a tradeoff between the protection strength and the overheads on delay and en-
ergy consumption which can be controlled by the number of checkpoints, the length of
the prolonged path and the randomness in checkpoint selection. In the future, we will
extend our work to handle more communication patterns and investigate other attack
models such as the insider attacks.
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