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is  p th vector protocol ith t o different types of BGP mess es :
upd tes nd ithdr s. A BGP upd te is used to dvertise p th to rds
prefix or  ch n e in  previously nnounced p th to rds prefix. A BGP
ithdr  indic tes th t previously nnounced prefix becomes unre ch ble.
BGP routers exch n e BGP mess es over BGP session.

An n lysis of the BGP mess esexch n edin the lob 1Internet sho sth t
their number is very hi h [2]. This BGP churn ¢ uses hi h-CPU lo d on sm ller
BGP routers. Sever 1 ¢ uses h ve been identified. First, some interdom in links

re unst ble nd f il frequently [3,4,5]. E ch of these f ilures ¢ uses the tr ns-
mission of number of BGP ithdr s.Second, s BGP relieson p th vectors, it
suffers from the p th explor tion problem hen route becomes un v il ble[6].
When route f ils, ne BGP conver ence st rts. Durin this conver ence,
routers m y dvertise p ths th t they consider v lid Ithou h they re Iso
flected by the f ilure. These p ths ill be ithdr n 1 ter ¢ usin nother
exch n e of BGP mess es. The MRAI timer [1] nd the route fl p d mpin
mech nism [7] m y further del y this conver ence. Third, due to their routin
policies nd intern 1 BGP or niz tion [8], some BGP routers from 1 r e ASes
m y tr nsiently send BGP ithdr s Ithou h ltern te p ths re v il ble in-
side the AS, bec use those ltern te p ths re not kno n by 1l the routers of
the AS [9].

In thisp per, e n lyse Route Vie sd t tosho th t nimport nt number
of BGP ithdr s re prob bly due to n insu cient Itern te p ths prop -
tion in iBGP. We propose n increment lly deploy ble solution th t ¢ n be used
in n AS to ensure th t its BGP routers ill not prop te  ithdr tonei h-
borin ASes hen n Itern te p this Ire dy kno n by nother BGP router
inside this AS. This problem h s been identified in [8] s one of the m in f ctors
th t ¢ uses interdom in tr nsient losses of connectivity.

Thep perisor mnised sfollo s.First, eexpl inin Sect.2ho iBGP is used
inl r e ASes. In the next section, e ev lu te the number of BGP ithdr s
th t re tr nsienty sent by routers of | r e ASes Ithou h n ltern te p th is
kno n by nother router of this AS. The fourth section det ils the imp ct of the
intern 1 BGP or niz tion on the prop  tion of those ithdr s. In the fifth
section, e present our solution for preventin those unnecess ry ithdr s.The
penultim te sectionis revie oftherel ted ork, nd efinish by conclusion.

2 iBGP Organizations

There re t o types of BGP sessions : extern 1 BGP (eBGP) sessions bet een
routers belon in to t o different Autonomous Systems (AS) nd intern 1 BGP
(iBGP) sessions est blished bet een routers belon in to the s me AS. Over n
eBGP session, router nnounces one p th to rdse ch prefix ccordin to its
routin policies. Common policies re Customer-Provider nd Sh red-Cost [10] :
Routes le rned from customers re dvertised to 1l peers hile routes le rned
from providers nd sh red-cost peers re only dvertised to customers. When n
AS cont ins more th n one BGP router, its BGP routers must exch n e BGP
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routes mon themselves over iBGP sessions. If the AS is sm I, these iBGP
sessions reusu lly or nised s full-mesh, i.e. e ch BGP router h s one iBGP
session ith e ch other router of the AS. Fi ure 1( ) sho s n AS ith full-
mesh of iBGP sessions. Over n iBGP session, e ch router only dvertises the
best routes th t it le rned over eBGP sessions. A BGP router does not dvertise
over n iBGP session route th t it le rned over nother iBGP session. The
m in dr b cks of usin  full-mesh of iBGP sessions re th t w iBGP
sessions need to be est blished in n AS ith n BGP routers. Moreover, e ch
BGP router receives 11 the best eBGP p ths le rned by the AS. This incre ses
the lo d on 1l routers inside the AS s they need to process nd store 171 e
number of p ths.
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In1 r e ASes cont inin hundreds or even thous nds of BGP routers, it is
impossible to use full-mesh of iBGP sessions. Such 1 r e ASes ¢ nrelyont o
possible iBGP or nis tions: confeder tions nd route reflectors (RR). We focus
on route reflection, hich is the most idespre d iBGP or niz tion, but our
solutionis lso pplic ble to confeder tions. A RRis BGP routerth tis llo ed
to dvertise over some iBGP sessions the routes th t it received over other iBGP
sessions. Fi ure 1(b) sho n AS usin one route reflector. In most ASes, e ch
ed e router h s one iBGP session ith t o different RRs for redund ncy. In
medium-sized net orks, full-mesh of iBGP sessions is used mon the RRs.
Inlr er net orks, hier rchy of RRs is used nd only the top-level RRs re
interconnected by usin  full-mesh of iBGP sessions [9].

We ev lu ted the cost of usin n iBGP full-mesh in GEANT, the p n-
europe n rese rch net ork, nd in Tier-1 ISP. Ge nt h s 23 routers, e ch
of them h vin 22 iBGP sessions nd bout four routes for e ch prefix in their
BGP t bles. The Tier-1 ISP uses t o-level hier rchy of Route Reflectors. If it
used n iBGP full-mesh inste d, the number of iBGP sessions to be m int ined
by border routers ould incre se by f ctor of 50. With Route Reflection, those
routers re RR-clients of t o RRs nd typic lly receivet o p thsfor e ch prefix,
one from e ch of their Route Reflectors. Those t o p ths re often identic 1 [9],
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i.e they h ve the s me nexthop ddress. With  full-mesh, the tot 1 number of

p ths th t they h ve to m int in in their routin t bles ould be three times

hi her th n ith Route Reflection, bec use in th t AS, on ver e, six different

p ths re kno n for e ch prefix. The number of BGP mess es ould lso be
ccordin ly hi her.

When ninterdom in link f ils, the f ilure is notified either by the IGP proto-
col or by the sendin of BGP ithdr s. The first ¢ se occurs hen the nexthop
ddress of those BGP routes is the interf ce to the router from the nei hborin
AS. Tt is thus dvertised by the IGP protocol. When the link f ils, th t nexthop
ddress becomes unre ch ble in the IGP nd the correspondin BGP routes
re removed from the BGP t bles. If the nexthop ddress of the eBGP le rned
routes is the loopb ck of loc 1 BGP router, the f ilure is not le rned vi the in-
tr dom in protocol but from BGP ithdr s received over iBGP sessions. This
is for ex mple the ¢ se in Fi . 1( ) : For R2, the nexthop of destin tion D is
loc 1 router R1 nd not router RA. F ilure detection is f ster in the first ¢ se,

s it relies upon the conver ence of the intr dom in protocol.

3 Evaluation of the Number of iBGP-Caused Withdraws

The prop  tion of unnecess ry BGP ithdr s by n AS is responsible for

tr nsient losses of connectivity [8,11]. In this section, e present n n lysis of

RouteVie s BGP feeds th t ev lu tes the number of occurences of such BGP
ithdr s.

We define ithdr s iBGP-c used if it s sent by router of some AS
but t le st one other router of the s me AS did not send ithdr  for the
s me destin tion durin the s me period of time. Indeed, if the second router
does not send ithdr | this me ns th t either it uses nother p th, or th t
it kne n ltern te p th to repl ce the ithdr n one.In such situ tion, t
le stt op ths re v il bleinside the AS, but the ltern te p th is not kno n
by 1l routers.

For our ev lu tion, e took the BGP d t from thefirstt o eeks of October
2008 on the RouteVie s Ore on collector, nd considered the BGP mess es
received from p irs of routers belon in to the s me AS. First, e filter 11 BGP
mess es received durin reboot periods usin the BGPMCT 1 orithm [12].
Second, e cl ssify BGP ithdr for destin tion s iBGP-c used if it is
seen on one session ith n AS hile the other router of this AS h s st ble
route, i.e. no ithdr for th t destin tion is seen on the session ith the other
router durin 30 seconds before nd fter the ithdr . Thisis n upper bound
to the prop  tion time of the ithdr for the p thinside n AS,if e ssume
th t, t orst, the ithdr h s to cross hole t o-levels iBGP hier rchy
bet eent oed erouters, hich ives 5 BGP hops.

Fi ure2sho sth t most of the routers send sever 1thous nds of iBGP-c¢ used

ithdr s perd y. On per-hour b sis, results sho pe ks of more th n 2000
iBGP-c used ithdr s per hour. V ri tions bet een the results for different
routers re prob bly due to different iBGP confi ur tions, but e don’t h ve
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Fig. 2. Number fiBGP-caused BGP withdraws

inform tion bout the or niz tions of the observed ASes. Still, this n lysis
sho s th t for 1l the routers th t e n lysed, the number of iBGP-c used

ithdr sisimport nt, nd reducin this p rticul r churn ould help reducin
tr nsient losses of connectivity in the Internet.

4 iBGP Organization and Withdraws Propagation

In this section, e explorethe BGP ithdr prop tion, ndidentify th tp th

diversity is the key for blockin this prop  tion. First, e n lyse the problem
t the AS level, then e focus on the influence of the iBGP or niz tion on
ithdr  prop tion.

To prevent the unnecess ry nnouncement of loc | f ilure to the entire
Internet, the correspondin BGP ithdr  must be stopped s close s possible
to the f ilure. We ¢ 1l Withdr -Blockin  router or n AS th tis ble to stop
the prop  tion of ithdr  mess e.

De nition 1. An AS is said to be Withdraw-Blocking for a destination D
if that AS advertises D on at least one eBGP session and does not propagate a
BGP withdraw to a neighbor not advertising D itself, upon reception of a BGP
withdraw for its primar path towards that destination.

On the topolo y of Fi . 3, AS3 is Withdr -Blockin for destin tion D. For
ex mple, if the link bet een AS1 nd AS2f ils, the ithdr isprop ted by
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AS2 to AS3. AS3 kno s the ltern te p th vi AS5, such th tit ¢ n dvertise
this ltern te p th to AS4 inste d of prop tin the ithdr . A ithdr
is still sent to AS5, but s this nei hbor uses nd dvertises the ltern te p th,
this ithdr on’t result in ny connectivity loss.

An AS must kno n ltern te p th to re ch the destin tion in order to be
ithdr -blockin . Ho ever, this is not su cient, s the AS must for rd this
Itern te p th to its nei hbor to repl ce the ithdr mess e. Policies ¢ n

prohibit the nnouncement of the ltern te p th on some eBGP sessions [10].
Therefore, e define ne property for n Itern te p th :

Definition 2. Let Sp, be the set of eBGP sessions on which a path Px would
be advertised if it were the onl path available in the AS. A path Pa to destina-
tion D is export-policy compliant (EPC) with another path Pg to the same
destination if Sp, is included in Sp, .

In the follo in subsections, e ive conditions for n AS to be ithdr -
blockin , first t the AS level (i.e. ith ASes composed of sin le router).
Then, e describe the conditions in the context of ASes composed of multiple
routers.

4.1 Withdraw Propagation Prevention with Blackboxed ASes

When modelin  n AS s sin le router, th t "router" kno s bout Il the
p ths to iven destin tion le rned by the AS. In this ¢ se, the conditions to
be Withdr -Blockin re the follo in

Theorem 1. An AS is withdraw-blocking for a destination if and onl if it
knows an e port polic compliant alternate path for its primar path to that
destination.

When the policies used in the AS re the cl ssic 1 routin policies [10], this
theorem ¢ n e sily be proven :

Proof. T o ¢ ses must be considered. First, if ithdr  is received from
provider or sh red-cost peer, the only sessions on hich the AS s dvertisin
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the destin tion D re customer sessions. In this ¢ se, ny other p th is export-
policy compli nt, nd the AS dvertises the ltern te p th to its customers The
second ¢ se is hen the ithdr is received from customer. If there exists

n ltern te p th vi peer or provider, the Itern te p th is dvertised to
the customers, but s it is not export-policy compli nt, it ¢ nnot be dvertised
over session ith peers or providers. The destin tion is thus ithdr n on those
sessions. If the Itern te p th is le rned from the s me or nother customer,
this p th is export-policy compli nt. As customer p th should be preferred over
peers nd providers p ths [10], it ill be selected s best once the prim ry p th
is ithdr n.Theprop tion of this customer Itern tep th is not constr ined
by policies nd n upd te is sent inste d of ithdr

4.2 Withdraw Propagation Prevention at the Router Level

In the previous subsection, e n lysed the ithdr -blockin property of ASes
cont inin only one router. Re 1 ASes usu lly cont in multiple routers, connected
to ether by iBGP sessions. When t o p ths for  iven destin tion re v il ble
inside n AS, they re le rned over t o different eBGP sessions. Ho ever, due
to the iBGP or niz tion, there ¢ n be sever 1 routers in the AS th t re not
necess rily re of the Itern te p th [9]. Thus, even if the AS is Withdr -
Blockin , some of its routers m y not be Withdr -Blockin themselves.

For ex mple, consider n AS ith full-mesh of iBGP sessions. If destin tion
D is le rned over t o eBGP sessions on t o different routers ith the s me
loc 1 preference, MED nd AS p th len th, 1l routers receive both p ths. No

ithdr  is prop ted in c se of f ilure of one of those p ths. Ho ever, if one
p thh s hi her loc | preference th n the other, the ltern te p th is hidden

t the router th t received it, bec use th t router prefers the other p th. On
Fi .1( ), thep thvi RBisnot dvertised by R3. If the best p th f ils, i.e. the
p thvi RA, Rl nd R2 ill send ithdr s for D on their eBGP sessions.

If Route Reflection is used, the situ tion is even more problem tic [9]. In this
c se,evenift op thsh vethes meloc 1preference, one of them ¢ n be stuck in
the Route Reflector, ssho non Fi . 1(b). All RR clients except R3 only kno
the p th vi R1. At le st R1 ill send ithdr  outside the AS if its prim ry
p th f ils. If the f ilure is le rned vi BGP, the BGP ithdr ¢ n be blocked
by the Route Reflector, bec use it kno s the ltern te p th vi R3 nd sends to
R2 nd R3 n upd te cont inin th t p th inste d of ithdr . Ho ever, if
the inform tion th t the nexthop is not re ch ble nymore is prop  ted inside
the AS by the intr -dom in protocol f ster th n the BGP mess es, Il routers
th t donot h ve ny ltern te p th ill send ithdr  outside the AS even
if the Route Reflector does not send ithdr s.

B sed on this ex mple, e ¢ n extend Theorem 1 to ASes cont inin sever 1
routers to ive su cient condition for the Withdr -Blockin property :

Theorem 2. An AS is withdraw-blocking for destination D if all routers of the
AS know at least one alternate path to D that is e port-polic compliant with
their primar path.
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Proof. If 1l routers of the ASh ve tle st one export-policy compli nt ltern te
p th, ny router th t receives ithdr is ble to send n upd te ith the
Itern te p th inste d of prop  tin the ithdr for the prim ry p th on its
eBGP sessions. Withdr  prop  tion is then blocked directly t the border of
the AS. Also, hen n extern 1 nexthop f ils, 1l routers th t le rn the f ilure
vi the IGP h ve n Itern te p th, nd none ill send ithdr

Autonomous systems often connect ith e ch other usin multiple links [13].
Inside n AS, export-policy compli nt p ths re then usu lly v il ble for desti-
n tions dvertised by multi-connected nei hbors. Th t m kes the AS Withdr -
Blockin for these nei hbors. Ho ever, s expl ined e rlier, loc 1 preference
settin s or iBGP or niz tion prevent this diversity to be prop ted to 1l
routers of the AS. It h s been ev lu ted th t,in Tier-1 AS usin  t o levels’
hier rchy of Route Reflectors, most routers typic lly kno only sin le p th
to rds destin tion [9]. In such n AS, ithdr ¢ n e sily be prop  ted
outside the AS even if diversity is v il ble.

5 Blocking Withdraw Propagation Outside an AS

Avoidin unnecess ry BGP ithdr  prop  tion should llo ISPs to improve
the st bility of the prefixes dvertised by their customer in ¢ se of link f ilure.
Furthermore, providin solution to this problem is fford ble, s it ¢ n be
t ckled ithin the iBGP or niz tion.

When  full-mesh of iBGP sessions is used, it is e sy to provide diversity
to 1l routers. Diversity is stuck in  router hen there is better iBGP p th
(i.e. hi her loc 1 preference, lo er MED or shorter AS p th) in the AS. If the

dvertisement rule is modified such th t router nnounces its best eBGP-
le rned p th for e ch destin tion to its iBGP peers, up to one p th per router
is prop  ted in the AS. This mech nism is ¢ lled Best-Extern 1 [14].

When n AS uses Route Reflection, it is 1so possible to prevent ithdr
prop  tion. Usin Best-Extern 1 ith Route Reflection is not su cient, 1-
thou h the best extern 1 p ths re dvertised to Route Reflectors. They do not
prop te this diversity further in the net ork bec use they only dvertise one
p th per prefix. Modifyin the BGP protocol for dvertisin sever 1 p ths for
e ch prefix is  solution th t h s been proposed t the IETF [15]. This llo s
for perfect diversity prop  tion thus chievin the Withdr -Blockin prop-
erty, but s it implies incre sed memory us e nd number of BGP mess es for
exch n in those p ths, it is not suit ble for ASBR ith limited resources.

We propose li hter solution th t ould 1llo routers to prop te the in-
form tion bout the existence of Itern te p ths ithout modifyin BGP itself.
Upon reception of BGP ithdr , routerth tkno sth t n ltern tep th
exists in the AS ¢ n it until iBGP h s conver ed before sendin ithdr
over its eBGP sessions. The AS becomes thus Withdr -Blockin  ithout re-
quirin its routers to store 11 BGP routes le rned by the AS in their memory.

The principle of our solution is th t, henever router kno s n ltern te
p thyitt s speci ] BGP community PATH_DIVERSITY to the prim ry p th



Preventing the Unnecessary Pr pagati n {f BGP  ithdraws 53

hen it dvertises it to its iBGP peers, includin the one from hich thep thh s
been le rned if th t p th comes from iBGP. This is needed bec use the router
th t sent the prim ry p th Iso needs to le rn the existence of the b ckup p th.

The prim ry p th is then prop ted in the AS ith the PATH_DIVERSITY
community. Le ¢y BGP routers th t do not support the community simply
prop tethe p th ith the community follo in «cl ssic 1 iBGP rules, ithout
t kin itssi nific tioninto ccount. The PATH_DIVERSITY community is removed

hen the p this dvertised over eBGP sessions.

When the prim ry p this ithdr n, 1llroutersth tsupport the community

nddonoth ve n ltern tep ththemselves ill not prop tethe ithdr on
their e BGP session. Inste d, they st rt timer nd re- dvertise the route for the

ithdr np th ith loc l-preference of 0 in iBGP. We thus llo the p th to
st y tempor rily in the routin t ble of the router. This does not prevent tr ¢
losses, sexpl ined 1 ter, but blocks ithdr sendin . Also, the routers th t do
not support the PATH_DIVERSITY community ill not remove the prim ry p th

hen receivin the dvertisement ith the lo loc l-preference nd on’t send
BGP ithdr s before receivin the Itern te p th. With this loc l-preference
v lue, ltern te p ths ill be preferred over the prim ry by routers th t kno
them nd they ill be prop  ted in the AS [16].

If the timer expires nd no Itern te p th h s been received, the router sends
the BGP ithdr on its eBGP sessions. The timer is needed if the Itern te
p this ithdr nshortly fter the prim ry, hichc nh ppens hen bothp ths

re imp cted by the s me f ilure. In th t ¢ se, the ltern te p th ¢ nnot be
prop  ted in the AS even if the PATH_DIVERSITY community h s been t ed
to the prim ry p th. The timer prevents the BGP conver ence to be blocked,

itin for n ltern te p th th t doesn’t exist nymore. A suit ble v lue for
the timer should be est blished by ev lu tin the iBGP conver ence time. This
v lue ill typic lly depend on the type of iBGP or niz tion of the AS, nd the
number of prim ry p ths th t ¢ n be imp cted by  iven eBGP link f ilure.

In the ex mpleof Fi . 1(b), R3t sthep thle rned vi R1 ith the commu-
nity, nd sends it b ck to the Route Reflector, hich in turn dvertises it to 1l
its clients includin R1. Th nks to this community, R1 kno s th t there exists

n ltern te p th, ndif the prim ry p this ithdr n,it ill not send BGP

ithdr  on its eBGP sessions. Inste d, it ill it until the Route Reflector

dvertises the ltern te p th vi R3.

Ho ever, s such, the mech nism is not su cient to ensure the Withdr -
Blockin property of the AS. Indeed, the first Itern te p th received durin
the conver ence is not necess rily export-policy compli nt ith the prim ry
one. In this ¢ se, the router ill h ve to send BGP ithdr on the eBGP
sessions over hich th t ltern te p th ¢ nnot be dvertised. We refine our solu-
tion to f ce this issue by relyin on t o community v lues, EPC_DIVERSITY nd
NON_EPC_DIVERSITY. The procedure for t in those diversity communities is
expl ined in Al orithm 1: A routert s p th ith either community depend-
in on hether its ltern te p th is export-policy compli nt ith the prim ry
or not. The export-policy compli nce ¢ n be e sily computed by router if the
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Algorithm 1. Upd te reception

1: if BGP ath received th n

2: Run decision process

3: {C}heck diversity

4: if alternate path exists in Adjribins th n

5 Tag diversity community to the best path, depending on the policies applied to the alter-
nate path.

6: nd if

7 if Best path changed th n

8.

9

Propagate new best path on eBGP sessions and iBGP sessions (including the originator
of the path)

: nd if
1: if Best path unchanged, but a community has been tagged th n
11: Advertise on iBGP sessions, including originator of the best path.
12: nd if
13: nd if

Algorithm 2. Withdr  reception

1: if BGP withdraw received from eBGP session or BGP nexthop becomes unreachable th n

2: Run decision process
3: if best path unchanged th n
g: check diversity, update communities and readvertise over iBGP if needed
: 1Is
6: if best path is tagged with EPC_DIVERSITY th n
7 if Export-policy compliant path available in Adjribins th n
S: Propagate alternate path as new best path over iBGP sessions and eBGP sessions
: 1Is
1: Set local-preference of the path to 0
11: ‘Wait until export-policy compliant path is received, or timer expires
12: if Timer expires th n
13: Propagate withdraw
14: Is
15: Propagate alternate path as new best path over iBGP sessions and eBGP sessions
16: nd if
17: nd if
18: Is if best path is tagged with NON_EPC_DIVERSITY th n
19: if alternate path is available in Adjribins th n
2 Propagate alternate path over iBGP sessions and over policy-compliant eBGP ses-
sions
%%: Propagage withdraw over non policy-compliant eBGP sessions
: 1Is
23: Set local-preference of the path to 0
24: ‘Wait until any alternate path is received, or timer expires
25: if Timer expires th n
26: Propagate withdraw
27: Is
28: Propagate alternate path as new best path over iBGP sessions and over policy-
compliant eBGP sessions
29: Propagage withdraw over non policy-compliant eBGP sessions
3 nd if
31: nd if
32: Is
33: Act as usual
34: nd if
35: nd if
36: nd if

p ths ret ed ith community th t identifies their ori in [17], i.e. if they
come from customer or from peer or provider. This is ood pr ctice rule
th t is often used. The router then re dvertises the p th to its iBGP nei hbors,
includin to the one from hich it  sle rned.
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Al orithm 2is pplied hen router receives BGP ithdr . The principle
isth t hen router receives BGP ithdr for p tht ed ith one of
the communities, nd for hich it does not h ve n ltern te p th, it does not
send ny BGP ithdr over eBGP sessions. Inste d, it  its until it receives
th t ltern te p th. If, durin the conver ence, first ltern te p th th t is not
export-policy compli ntisle rned hilethep thist ed ith EPC_DIVERSITY,
the router still  its for the export-policy compli nt p th inste d of sendin

ithdr s. When common policies re used [10], the export-policy compli nt
p th ill fin lly be selected s best, nd no BGP ithdr is sent over eBGP
sessions.

On Fi .4, RR1 kno s n export-policy compli nt p thvi RB, soit ddsthe
community EPC_DIVERSITY to the BGP route. RR2 lIso h s diversity for th t
p th. Asits ltern tep th is not export-policy compli nt (thisis p th received
from provider hile the prim ry comes from customer), RR2 lsot s the
community NON_EPC_DIVERSITY. All routers kno th t diversity is v il ble,

nd the AS is Withdr -Blockin . For ex mple, if the link bet een RA nd
R1 f ils, R3 h s no diversity but kno s th t n export-policy compli nt p th
is v il ble, so it does not dvertise ithdr  to its eBGP peer. When RR2
le rns the f ilure vi the IGP, it ill not yet send n upd te for D ith the
p thvi RC, bec use it is not export-policy compli nt. Inste d, it  its until it
receives the export-policy compli nt p th. Eventu lly, RR2 then R3 ill le rn
the ltern te p thvi RB, nd R3¢ nsend n upd te ith the export-policy
compli nt p th on its eBGP session.

BGP convergence Usin those communities sli htly incre ses the number
of BGP mess es exch n ed durin the initi | conver ence, s n dditionn 1
upd te is emitted hen the routeist ed ith diversity community. In the

orst ¢ se,t o dditionn lupd tes ill be emitted by router, one hen non
export-policy compli nt Iltern te p th is kno n to exist, nd second hen

D . B
; _D- D Provider
S L
RA ‘ustomer iBGP session Provider

——>» RR-client iBGP session
--D -P> eBGP advertisement of D
* Best path

+ Community EPE_DIVERSITY

- Community NON_EPE_DIVERSITY

Fig. 4. Ann uncing diversity in a ¢ mmunity
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the existence of n export-policy compli nt ltern te p thisle rned. Also, upon
f ilure of n ltern te p th, fe BGP mess es re lsoexch n ed to upd te
the communities of the prim ry p th. Ho ever, those BGP mess es ill not
be mnnounced outside the AS, hence the sm 1l mess e overhe d is limited to
the AS.

The diversity communities 1so do not imp ct routin st bility : T  in the
diversity communities is  deterministic process th t does not le d to routin
loops. Indeed, hen the p ths to destin tion re st ble, once diversity com-
munity h s been t ed to route, it is not removed s lon s there is
correspondin  Itern te p th in the AS. Sendin the t ed p th b ck to the
sender or the ori in 1 p th Iso does not result in routin loops. As p this

t most t edt ice, it is sent b ck to the sender t most t ice nd then the
routin st te becomes st ble. Also, if the Itern te p th f ils, the router th t
t ed the prim ry p th stops re- dvertisin it ith the b ckup community,

nd the t ed p th is repl ced by the ori in 1 p th in 1l routers fter iBGP
conver ence.

Impact on the data plane. When router receives ithdr  for destin -
tion nd itsfor the ltern te p th, it doesn’t kno ny other nexthop to hich
send the tr ¢ until it receives the ne p th. The tr ¢ mi ht then be dropped
durin the iBGP conver ence. Ho ever, even if it ¢ nnot prevent the loc 1 loss
of connectivity, itin for the ne p th before sendin the ithdr on eBGP
reduces the losses of connectivity th t ould occur further in the Internet due
to the unnecess ry ithdr prop  tion.

6 Related Work

As expl ined in the introduction, the churn th t ffects BGP h s sever 1c¢ uses.
The first one is the p th vector n ture of BGP. This, combined ith routin
policies, le dstop thexplor tion sexpl inedby G oet 1. mon othersin [18].
Sever 1solutions h ve been proposed to reduce the imp ct of p th explor tion in
the lob IInternet. These solutions rely on the utiliz tion of ne BGP ttributes.
The most complete ones re BGP RCN proposed by Pei et 1. [19] nd EPIC
proposed by Ch ndr shek r et 1. [20], but re not currently deployed. Our
solution complements these ppro ches.

The current iBGP or niz tions re kno n to be imperfect [21]. Sever 1 re-
se rchersh ve proposed solutions to improve them. One ppro chis to centr lise
Il routin decisions in  Routin Control Pl tform th t ¢ n be considered s
super Route Reflector RCP [22]. Another ppro ch is to extend iBGP to llo
e ch router/RR to dvertise sever 1 p ths to rds e ch destin tion [15]. This
iBGP extension llo s 1l BGP routers inside n AS to le rn sever 1 p ths to-
rds e ch destin tion nd thus block the prop  tion of ithdr s, chievin
the s me objective s our communities. Furthermore, s the b ckup p ths re
prop ted nd not only the inform tion bout their v il bility, connectivity
losses re Iso prevented. This extension Iso llo s for other utiliz tions of d-
ditionn 1 p ths, such s multip th routin . This is definitely very promisin
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solution for the future, but currently, s this mech nism incre ses the number
of BGP mess es nd the memory required to store 1l the ddition I p ths,

Il routers ¢ nnot support it. In the me ntime, our communities ¢ n be used
to prevent ithr prop tion, s they do not require ny ch n e to the BGP
synt x nd could be deployed increment lly .

7 Conclusion

In this p per, eh ve first expl ined th t the iBGP or nis tionusedinl r e
ASes reduces the number of p thsle rned by e ch router. When link f ils or

p this ithdr n, BGP routersinside n AS m y send n unnecess ry BGP

ithdr . This ¢ uses tr nsient losses of connectivity. We proposed  solution
th t llo sroutersto kno ifthereis n ltern te p th for e ch prefix inside the
AS. When link f ils or  BGP ithdr is received, BGP routers ill block
the prop  tion of ithdr s for prefixes for hich n ltern te p th is kno n
in the AS.

Our further orkis to ev lu te the conver ence time of iBGP ith nd ith-
out usin our solution.
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